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ABSTRACT 

 
ARTICLE INFO 

Statistics from security firms, research institutions and government organizations 

show that the number of data-leak instances have grown rapidly in recent years. 

Among various data-leak cases, human mistakes are one of the main causes of data 

loss. There exist solutions detecting inadvertent sensitive data leaks caused by human 

mistakes and to provide alerts for organizations. A common approach is to screen 

content in storage and transmission for exposed sensitive information. Such an 

approach usually requires the detection operation to be conducted in secrecy. 

However, this secrecy requirement is challenging to satisfy in practice, as detection 

servers may be compromised or outsourced. In this paper, we present a privacy 

preserving data-leak detection solution to solve the issue where a special set of 

sensitive data digests is used in detection. The advantage of our method is that it 

enables the data owner to safely delegate the detection operation to a semi honest 

provider without revealing the sensitive data to the provider. We describe how 

Internet service providers can over their customers DLD as an add-on service with 

strong privacy guarantees. The evaluation results show that our method can support 

accurate detection with very small number of false alarms under various data-leak.  
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I. INTRODUCTION 

Data leakage is the unauthorized transmission of data or 

information from within an organization to an external 

destination. In the course of doing business, sometimes 

sensitive data must be handed over to supposedly trusted 

third parties. Our goal is to detect when the distributors 

sensitive data have been leaked by agents, and if possible to 

identify the agent that leaked the data. So we are using 

SHA-1 algorithm for data leakage detection. According to 

Risk Based Security the number of leaked sensitive data 

records has increased dramatically during the last few years, 

i.e., from 412 million in 2012 to 822 million in 2013. 

Deliberately planned attacks, inadvertent leaks and human 

mistakes lead to most of the data-leak incidents. Detecting 

and preventing data leaks requires a set of complementary 

solutions, which may include data leak detection ,data 

confinement stealthy malware detection, and policy 

enforcement. Network data-leak detection typically 

performs deep packet inspection and searches for any 

occurrences of sensitive data patterns. DPI is a technique to 

analyze payloads of IP/TCP packets for inspecting 

application layer data, e.g. HTTP header/content. Alerts are 

triggered when the amount of sensitive data found in track 
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passes a threshold. The detection system can be deployed on 

a router or integrated into existing network detection system 

 

 Straightforward realizations of data-leak detection require 

the plain text sensitive data. However, this requirement is 

undesirable, as it may threaten the confidentiality of the 

sensitive information. If a detection system is compromised, 

then it may expose the outsource the data-leak detection to 

providers, but may be unwilling to reveal the plain text 

sensitive data to them. Therefore, one needs new data-leak 

detection solutions that allow the providers to scan content 

for leaks without learning the sensitive information. 

We propose a data-leak detection solution which can be 

outsourced and be deployed in a semi-honest detection 

environment. We design, implement, and evaluate our fuzzy  

fingerprint technique that enhances data privacy during data 

leak detection operations. Our approach is based on a fast 

and practical one-way computation on the sensitive data. It 

enables the data owner to securely delegate the content-

inspection task to DLD providers without exposing the 

sensitive data. Using our detection method, the DLD 

provider, who is modeled as an honest but curious 

adversary, can only gain limited knowledge about the 

sensitive data from either the released digests, or the content 

being inspected. Using our techniques, an Internet service 

provider can perform detection on its customers track 

securely and provide data-leak detection as an add-on 

service for its customers. In another scenario, individuals 

can mark their own sensitive data and ask the administrator 

of their local network to detect data leaks for them. Privacy-

preserving data-leak detection method supports practical 

data-leak detection as a service and minimizes the 

knowledge that a data-leak detection provider may gain 

during the process. identify potential leaks, report for the 

data-leak detection provider to return data-leak alerts to the 

data owner where there may be false positives and post 

process for the data owner to pinpoint true data-leak 

instances. 

 
Fig 1.1 Architecture 

The main aim behind this project is detection of the leakage 

of sensitive data .The data Owner of the organization load 

the sensitive data of organization ,create the chunks of the 

_le, and calculate the hash of each chunk ,owner send that 

hash information to the public cloud server with the meta 

data. The actual data send on the private server for the 

further use of the organization, that data can have access by 

all the employee of that organization The hash value of each 

chunk send on the public that can be continuous comparing 

with the data on the Internet for security, when match found, 

the owner can get mail from the public server that your data 

has been leaked. The owner the take appropriate action on 

that, what data can leaked. By whom can come to know 

owner. 

II. MODULES: 

 

-Login / Registration 

_ Data Distributor 

 _ Data Allocation Module 

_ Finding Guilty Agents Module: 

 

 

1. Login / Registration: 

This is a module mainly designed to provide the authority to 

a user/agent in 

order to access the other modules of the project. Here a 

user/agent can have the 

accessibility authority after the registration. 

 

2. Data Distributor: 

A data Distributor part is developed in this module. A data 

distributor has 

given sensitive data to a set of supposedly trusted agents 

(third parties). Some 

of the data is leaked and found in an unauthorized place 

(e.g., on the web or 

somebodys laptop). The distributor must assess the 

likelihood that the leaked 

data came from one or more agents, as opposed to having 

been independently 

gathered by other means. 

 

3. Data Allocation Module: 

The main focus of our project is the data allocation problem 

as how can the 

distributor intelligently give data to agents in order to 

improve the chances of 

detecting a guilty agent. 

 

4. Finding Guilty Agents Module: 

The Optimization Module is the distributors data allocation 

to agents has one 

constraint and one objective. The distributors constraint is to 

satisfy agents requests, by providing them with the number 

of objects they request or with all 

available objects that satisfy their conditions. His objective 

is to be able to detect 

an agent who leaks any portion of his data. Here a count 

value (also called as fake 

objects) are incremented for any transfer of data occurrence 

when agent transfers 

data.  

 

 

Secure Hash Algorithm -1 
 
Step 1: Initialize some variables There are _ve variables that 

need to be 

initialized. 
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- h0 = 01100111010001010010001100000001 

- h1 = 11101111110011011010101110001001 

- h2 = 10011000101110101101110011111110 

- h3 = 00010000001100100101010001110110 

- h4 = 11000011110100101110000111110000 

Step 2: Pick a string Example use the string: 'A Test'. 

Step 3: Break it into characters. 

- A 

- T 

- e 

- s 

- t 

 

Step 4: Convert characters to ASCII codes 

- 65 

- 32 

- 84 

- 101 

- 115 

- 116 

Step 5: Convert numbers into binary 

- 01000001 

- 00100000 

- 01010100 

- 01100101 

- 01110011 

- 01110100 

Step 6: Add '1' to the end. 

- Put the numbers together: 

010000010010000001010100011001010111001101110100 

- Add the number '1' to the end: 

010000010010000001010100011001010111001101110100

1 

onti... 

Step 7: Append '0's' to the end. 

- 

010000010010000001010100011001010111001101110100

100000000000000000000000000000000000 

 

Step 8: 'Chunk' the message. 

 

010000010010000001010100011001010111001101110100

100000000000000000000000000000000000000000000000

0000000000000000000000000000000 

 

Step 9: Break the 'Chunk' into 'Words'. Break each chunk up 

into sixteen 

32-bit words 

- 0: 01000001001000000101010001100101 

8:00000000000000000000000000000000 

- 1: 01110011011101001000000000000000 

9:00000000000000000000000000000000 

- 2: 00000000000000000000000000000000 

10:00000000000000000000000000000000 

- 3: 00000000000000000000000000000000 

11:00000000000000000000000000000000 

- 4: 00000000000000000000000000000000 

12:00000000000000000000000000000000 

- 5: 00000000000000000000000000000000 

13:00000000000000000000000000000000 

- 6: 00000000000000000000000000000000 

14:00000000000000000000000000000000 

- 7: 00000000000000000000000000000000 

15:00000000000000000000000000110000 

B.E. Project Seminar . 10/16 

Step 10: 'Extend' into 80 words. We begin by selecting four 

of the current 

words. The ones we want are: [i-3], [i-8], [i-14] and [i-16]. 

That means for the  first time through the loop we want the 

words numbered: 13, 8, 2 and 0. 

- 0: 01000001001000000101010001100101 

- 2: 00000000000000000000000000000000 

- 8: 00000000000000000000000000000000 

- 13: 00000000000000000000000000000000 

Now that it has our words selected we will start by 

performing what's known as an 'XOR' or 'Exclusive OR' on 

them. In the end all four words 

will be XOR'ed together, it first doing [i- 3]XOR[i-8] then 

XOR'ing that by 

[i-14] and that again by [i-16]. 

 

Left rotate Perform a left bit rotation by a factor of one. 

B.E. 

 

 

CONCLUSIONS AND FUTURE WORK 

It is possible to access the likelihood that an agent is 

responsible for a leak based on hashed value of original data 

and leaked data. It can improve the distributors chances of 

identifying a leaker. Data leakage detection system model is 

very useful as compared to existing watermarking model. 

For future work, we plan to focus on designing a mechanism 

for  data-leak detection on Email , Email Attachment, 

Multiple domain can also be considered. 
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